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7 Ways to Take 
Cybersecurity to 
New Levels 
Discover how to extend protection beyond 

your network with Cisco Umbrella. 
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The average company uses 
more than 70 tools.1

 

Firewalls. Web proxies. SIEM. Appliances. CASB. Third-party intelligence. 

The list goes on — and sometimes you still find your stack coming up short when 

it comes to securing users anywhere they access the internet. 

 
Strengthening your security stack doesn’t mean a massive overhaul or a loss of 

customization and control. Check out these 7 ways to amplify and extend your 

stack with cloud security from Cisco Umbrella. 
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1. 
Extend protection beyond 
the perimeter. 
Security appliances. Threat intelligence platforms. Even custom in-house tools. You’ve already 

made investments in your security stack. Now you need to amplify them with the most open cloud 

security service in the industry. 

 
Built with a bidirectional API, Cisco Umbrella DNS-layer security easily integrates with the other 

systems in your stack, so you can extend protection from on-premises security appliances 

to devices and sites beyond your perimeter — and amplify investments you’ve already made. 

Programmatically convert local threat detection and intelligence from your existing systems into 

global threat prevention to protect branch offices, remote workers, off-network users, and guests. 

And you can take immediate action on indicators of compromise to reduce the time between 

detection and prevention from days to mere seconds. That’s called speeding up the stack. 

 
 
 
 
 

 
 
 
 

 
 

 

 
 

 

 
 
 
 
 

Integrations | Portfolio | Threat Intelligence | Threat Detection | Wi-Fi Protection | Speed | Resiliency 7 Ways to Take Cybersecurity to New Levels | 2 

 

Open APIs. 

Umbrella offers pre-built integrations 

with more than 10 security providers — 

including Splunk, IBM, FireEye, and 

Anomali. You can also take advantage 

of custom integrations, so you can 

create the well-oiled security machine 

you’ve been missing. 



2. 
Unlock the full power of the 
Cisco security portfolio. 
At Cisco, we believe your security solutions should work together to help you defend better and respond 

faster. Our approach to networking and security is founded on the principles of integration, intelligence, and 

automation. Using these principles, we’ve developed a portfolio of solutions that work together to help you 

enforce policies, protect and control cloud apps, and keep your network and endpoints safe from threats. 

 
 
 
 
 

An ecosystem of security, at your fingertips. 
 

 

 

 
Cisco Talos 

and Cisco AMP: 
Combine Umbrella threat 

Meraki MR and 

Meraki MX: 

Add a powerful layer of cloud- 

delivered protection for users on 

and off the Meraki network. 

SD-WAN, 

powered by Viptela: 

Enforce policies at branch offices 

that use SD-WAN for secure 

direct internet access. 

 
 
 

 
Cisco 4000 and 1000 

ISR Series & 
Cisco Wireless LAN 

intelligence with web and file 

reputation scores from Cisco Talos 

and Cisco AMP to block malicious 

content and secure users. 

 

Cloudlock: 

Uncover shadow IT, understand 

risk, and block unapproved 

apps with visibility into 

sanctioned and unsanctioned 

apps across your enterprise. 

Cisco Umbrella 

 
Mobile Protection: 

Get roaming protection on iOS and 

Android devices. 

Controllers: 

Protect guest and corporate 

Wi-Fi in minutes. 

 

Cisco AnyConnect: 

Simply leverage the mobility 

client already in place to enable 

Umbrella protection 

(no end user action required). 
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“We calculated that, had we 
not moved forward with [Cisco 
Umbrella], we would have had 
to invest in 8 to 10 different 
security products piecemeal. 

We would also have incurred 
the time and hassle of trying to 
get the various manufacturers 
and their APIs to communicate 
with each other.” 

—Chris Langford, Director of Network, Infrastructure, 
and Cybersecurity, Lewisville ISD2

 



 
 

3. 
Get better intelligence to 
make better decisions. 
Your team doesn’t need any more alarm bells. 

They need the context behind each alert, so they can 

better prioritize, understand, and remediate issues. 

 
 
 
 
 

Umbrella gives you 

the exact context you need. 

 

Cisco Umbrella can help you make faster, more-informed 

decisions when you need to respond to critical incidents 

and research potential threats. You can use the Investigate 

API to programmatically pull contextual threat intelligence 

from the global network into your security management or 

incident response environment. On the flip side, you’ll also 

be able to pull intelligence from your other systems into 

Umbrella. This back-and-forth knowledge enriches security 

events with threat intelligence about the domains, IPs, and 

file hashes used in attacks, helping to pinpoint attackers’ 

infrastructures and predict future threats. The benefit? 

Better intelligence, better decision-making, and ultimately, 

better security. 

 

 
Malware file 

analysis 

 
 
 

 
Attribution 

 
 
 

 
Domain, IP, and 

ASN relationships 

 

 
DNS request 

patterns 

 
 
 

 
IP geolocation 

 
 
 

 
Passive DNS 

database 

 

 
Domain and 
IP reputation 

 
 
 

 
WHOIS 

 
 
 

 
Related 
domains 
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4. 
Take advantage of unmatched 
threat intelligence. 
Cisco Umbrella leverages intelligence from Cisco Talos, one of the largest commercial threat 

intelligence teams in the world, with more than 300 researchers. Umbrella uncovers and blocks a 

broad spectrum of malicious domains, IPs, URLs, and files that are being used in attacks. We also 

feed huge volumes of global internet activity into a combination of statistical and machine learning 

models to identify new attacks being staged on the internet. 

 
Superior threat intelligence means superior threat protection. 

AV-TEST recently conducted a threat efficacy test of leading cloud security vendors. Umbrella 

significantly outperformed competitors with a 51% detection rate for DNS-layer protection. 

Cisco Umbrella’s security proxy makes a big difference in effective threat detection, increasing the 

blocking rate to 72%. 

 

 

AV-TEST places Cisco Umbrella first in threat detection.3
 

 

Vendor 

 
Cisco Umbrella (DNS-layer with selective proxy) 

Detection Rate | Number of test cases 3,668 

 
72.6% 

Cisco Umbrella (DNS-layer) 51.8% 

Infoblox BloxOne 35.3% 

Akamai Enterprise Threat Protector 26.5% 

Palo Alto Networks Next-Generation Firewall 13.7% 
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1 in 3 
reported breaches 
could have been 
prevented by 

DNS-layer security.4
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“Using the Investigate tool, we 
take IOCs or certain attributes 
that are of interest to us and 
gain visibility into a complete 
view of the relationships 
between domains, IPs, and 
malware. [Cisco] Investigate 
gives us that next level of 
attribution when we’re trying 
to piece together what’s 
happening. It gives us 
valuable context as to what 

it is we’re investigating.” 
—Zach Phillippe, Cyber Security Manager, 
Memorial Hermann Health System5

 



5. 
Extend protection to 
guest Wi-Fi. 
You  want guests to have a great experience, and that means 

providing fast Wi-Fi access. But you don’t want guests downloading 

copyrighted material or viewing inappropriate content from your 

network. Or worse, connecting to malicious sites and compromising 

their identities — and your organization’s proprietary information. You 

need secure and compliant Wi-Fi that doesn’t slow down users’ 

connections. 

 
Built into the foundation of the internet, Cisco Umbrella extends 

your protection to guests by enforcing network security and content 

filtering at the DNS layer. Whether you want to secure a few hotspots 

or tens of thousands, protect them all in minutes by pointing all 

DNS traffic to the global Umbrella network. Umbrella uses AnyCast 

routing technology, which means you need to deal with only one IP 

address for your entire enterprise — making it easy to secure guest 

Wi-Fi in a few steps. Assign policies in one place and gain visibility 

everywhere, aggregating real-time activity across all Wi-Fi hotspots 

to ensure security and compliance. Prevent malware, command & 

control callbacks, and phishing from compromising guests’ devices or 

stealing guests’ identities — over any port, protocol, or app. 

 
Quickly and easily provision 

secure and compliant guest Wi-Fi. 
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“It took less than 10 minutes 
for us to point our DNS 
traffic to the Umbrella global 
network. We could protect 
our remote offices around 
the world in less than an 
hour and a half.” 

—Mark Arnold, Director of Information Security, PTC6
 



6. 
Get security that can speed up your network. 
Security teams are always trying to find that perfect balance: enforcing even stronger cloud security without slowing  

your organization down. Cisco Umbrella DNS-layer security offers enterprise-grade web filtering and network security without 

any additional latency, hardware, or software. What’s the secret sauce? 

 
 
 

AnyCast Routing 

Cisco Umbrella delivers fast and secure internet access across   

network devices, branches, and roaming users. Umbrella’s DNS-layer 

security uses Anycast routing, in which every data center announces 

the same IP address, so requests are transparently sent to the fastest 

available with automated failover. This allows us to route traffic to the 

fastest server at the time, for the shortest path for every connection. 

Better yet, every device associated with your organization will connect 

to our IP address, so you can eliminate latency for your users, even 

when they’re off-network. 

 

 

Peering Relationships 

Cisco Umbrella peers with more than 900 of the top internet 

service providers (ISPs) and content delivery networks (CDNs) 

to provide shortcuts between networks, which enables us to 

resolve requests faster — and boost internet speed. We like to 

say shortcuts are a good thing. 

The Umbrella Global 
Network Advantage 
The Umbrella global network provides visibility into DNS activity worldwide   

to deliver the most effective protection against threats. 

200B+ 
daily DNS requests 
(over all ports and protocols) 

100M+ 
global daily active users 

30+ 
data centers across 
five continents 

900+ 
partnerships with 
top ISPs and CDNs 

5,000+ 
peering sessions 

20K+ 
customers 
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“We are able to be granular with 
our protection schema and 
can apply different policies for 
different groups and locations. 
Protecting our end users 
without interfering with their 
network connectivity has been 
a huge benefit.” 

—IT Director, Medium Enterprise Construction Company7
 



7. 
Increase the overall 
resiliency of your stack. 
For the enterprise security stack, performance is critical. 

And it’s not just about speed. You need a security solution 

you can trust — no matter what. Umbrella stops the majority of 

threats at the DNS layer — before a connection is ever made — 

reducing the traffic volume and inspection tasks that are 

required by downstream security tools and personnel. That’s 

a win for everyone. 

 
In addition, the Cisco Umbrella Anycast routing infrastructure 

not only provides speed, but it also delivers unparalleled 

reliability. You get a more resilient system: a global, self-healing 

network that can handle infrastructure disruptions — natural 

disasters, equipment failure, or maintenance — without passing 

on the disruption to you. Bottom line? With Cisco Umbrella, 

you’ll never experience downtime, and your stack will never 

stop securing. 

 
 
 
 

 

 

 
 

 
 

 
 

 
 

 

 

100% 

 
 
 
 

 

 

 
 

 

 

 
 
 
 
 
 

business uptime for 

14 years running 
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As a leading provider of network security and recursive DNS services, Cisco Umbrella enables the 

world to connect to the internet with confidence — on any device, anywhere. Umbrella provides 

secure internet access and cloud application controls for all office locations, branch offices, and 

users, including remote employees or telecommuters. And, because it’s delivered from the cloud, 

Umbrella provides an effective security platform that is open, automated, and simple to use. 
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See for yourself how Cisco Umbrella 
amplifies your existing security investments. 

Try Umbrella for free for 30 days, 

and start blocking the threats that others miss. 
Start your free trial 
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